NMPAMNC 000 «TexHo6UT»

EavHnubl eHa
HaumeHoBaHue A - L OnucaHue
U3MepeHus pyo6
Bble3a n guarHocTuka
HOwarHoctuka wT. 1000 TecTnpoBaHne KOMMNbIOTEPA U BblISBIIEHNE HENUCTIPABHOCTW.
PaboTbl N0 cormacoBaHHOMY TEXHUYECKOMY 3adaHuto. LleHa ykasaHa 3a oguH
[MpoekTHble paboTbl yac 3000 y y3an H y A
yac paboTbl cneymanucTa.
Boblesq 3a npegensl ropoga* L. 1500 Bole3n 3a npegensl ropoga Yoa (B npegenax 20 kv, aanee 40 py6nen\km)
Ob6cnenoBaHMe KOMMNbIOTEPHOW U CETEBOW MHPPACTPYKTYpPbI NpeanpuaTus,
BbIsiBrieHNe COOMHbIX YY4aCTKOB, Bbladya KOHCYNbTALMOHHOIO 3akntodeHus. Liena
O6cneposarue J1IBC wT. 600 yHact A Y H U
yKkasaHa 3a OfWH aKTUBHbIA CETEBON y3en (KOMMbTEP, KOMMYTATOP,
MapLipyT13aTop 1 T.1.).
[ocTtaBka Manorabap1THOro T 1200 3akynka n goctaBka U3 marasnHa HeobxoaAMMoro

obopynosaHus/maTtepuanos/l10

obopynosaHus/matepuanos/l10 unu nepeBoska U3 o4HOro oduca B ApYyrow.

YcTaHOBKa U HacTpolKa nporpamMHoro oéecneyeHus Ha MepcoHanbHbIX KOMMNbOTEPaxX

YcTaHoBKa onepaunoHHOn

BkntouaeT yctaHosky OC ¢ guctpubyTtumBa 3akasumka, KpUTudecknx o6HOBNEHWHN,

cncTemsl Ha MK L. 2500 OpariBepoB BHYTPEHHUX YCTPOWCTB (B Criydae, ecriv OHU eCTb B Hanu4mm y
KNUEHTa Uy BCTPOEHbI B AUCTPUBYTUB).
Ontnmusauyms paboTbl T 1000 BkntoyaeT B cebsi BbINONTHEHME TOHKMX HACTPOEK CUCTEMbI ANt NOBbLILLEHNS
onepauunoHHou cuctemsl MK ' ObICTpOAENCTBUSA KOMMbIOTEPA.
Pa6oTa ¢ obHoBREHUAMU T 1000 YcTaHOBKa KPpUTUYECKUX OOHOBNEHNI, CYLLECTBYIOLLNX HA AAHHbBIA MOMEHT K
onepaunoHHon cuctemsl MK ) [aHHbIM OMepaLNOHHbIM CUCTEMAM.
BoccTaHoBneHne pabotocnocobHOCTM on MOHHOW CUCTEMbI
BoccraHoBneHue wT 6000 rnepeycTaHOBKMU BEII'IOJ‘IHﬂeTCFl npu Haaniia'::leonmqoech; Beo3M06>|(<a|-3|ocm He
onepauunoHHou cuctemsl MK ' pey : P ’
rapaHTMpyeTCcd YCNELIHOCTb BbINMOMHEHUS.
Mwrpauma OC MK ¢ HDD Ha -
SSD . 5500 MepeHoc OC ¢ eCTKoro Aucka Ha TBepaoTeNbHbIN HAaKONUTENb.
YCTaHOBKa WU HacTpolika YcTaHoBKa u/vnmn HacTpoKka apanBepa BHyTpeHHero yctponctea B OC, 3a ogHO
Apavsepa MK (3a 1 - 850 BHyTpEHHee yCT 017|CTBpo P P Y yer , 3
YCTPOWCTBO) yTp yerp '
YcTaHoBKa WU HacTpoitka YcTaHoBKka, 0GHOBNEHMe, HacTpolika HeobxoanMbIX kKoMnoHeHToB MO
ctaHgapTHoro ogucHoro MO Ha wT. 1000 ’ ’ P ’

MK

Bxogsero B cnucok "CtaHgapTHoe ogmcHoe MO" (ykasaH Huxe).




HacTtporika firewall (ceTeBoro

wT. 750 HacTtpolika napameTpoB NonNuTMKM 6G€30MacHOCTN CETEBOrO JOCTYNa.
3KkpaHa) Ha K
YcTtaHoBka 1 HacTporika 10 Ha YcTaHoBKa, HacTponka HeobXxoaMMbIX KOMNOHEHTOB, perMcTpauuns
MK cBs3aHHOrO € KpUnTO- . 2000 ceptudukatos MO, BxoadiLero B cnucok "CneunanunsnpoBaHHoe NO" (ykaszaH
nposangepom HUXe).
CHsaTure napons ¢ o
N wT. 2500 C6poc naponsi nonb3oBaTesis Ha onepaLyoHHON CUCTEME.
onepaunoHHon cuctemsl MK
. HacTtpolika napameTtpoB BIOS, o6HoBneHune BIOS, cHaTue napona Ha BIOS

Hactporika BIOS Ha MK T, 1000 P P P ’ o P ’

3aMeHa anemeHTa nuTaHus (NpyY HanMyun TEXHNYECKON BO3MOXHOCTN)
PaameTka xecTkoro gmcka Ha T 750 CospaHune 1 n3ameHeHne nornveckmnx pasgenos. Nnata BanmaeTca 3a 1 KecTkui
MK ’ LOUCK.
[uarHoctuka n/vnm

Monck annapaTHbIX U NPOrpaMMHbIX OLLIMOOK, onpeaeneHmne paboTocnocobHoOCTH
ncnpasneHve ownbokK Ha yac 750

aucka.
»xectkoM gucke MK

BoccTaHoBneHve yganeHHbIX UM NoBpeXaeHHbIX JaHHbIX, BbINOMHAETCS Npu
BoccTaHoBneHne gaHHbIX ¢ ° o
JKECTKOFO AMcka LT. 10000 OTCYTCTBMM annapaTtHbIX NOBPEXAEHUI Ha XeCTKOM AMCke, BoMbLLON 06beM

MHdOPMaLIMN BOCCTAHABNNBAETCS HA HOCUTESb 3aKa34uKa.
Mounck BUPYCHbIX NporpaMm Ha T 1000 Mownck n BbIsIBNEHNE BPEOOHOCHbLIX Nporpamm npu nomoLun ceo6ogHo
MK ' pacnpocTpaHseMbiX yTUNUT C NOCreayoLMM yaaneHnem.
HacTtpovika obuiero gocryna Kk .

BkntovaeT HacTpoiiKy obLero 4ocTyna K NPUHTEPY UK K Narnke 1 pexuma
npuHTEpy unm nanke B OC wT. 750 N M

. . [ocTyna gnsi nonb3oBaTeNnen ceTu, He BKIKOYAET HacTpoiky firewall.
cemenctea Windows
Hactpovika MK ansa nevatn Ha .
o M wT. 750 MoakntoyeHne k obLemy/ceTeBOMy NPUHTEPY, BKMOYas yCTaHOBKY ApaniBepa.
obLwun/ceTeBoOr NPUHTEP
Hactporika MK Ha gocTyn K . .
T, 750 CosnaHue aprbika K obLen ceTeBor nanke/nogknioveHmne ceTeBoro aAncka.
obLemy ceTeBOMy pecypcy
Beog pabouen ctaHuum B BkntovyaeT Heobxo4MMble HAaCTPONKM Ha paboyer CTaHUUM nog, ynpaBlieHNneM
. wT. 750 . . .

pgomeH Windows OC MS Windows Vista/7/8/10 gns nogkntodeHus kK gomeHy Windows.
Hactporika RDP TNK-Cepsep
(Hactpoitka paspeLuetins HacTtpolika yaaneHHoro pabouyero ctona Ha K- cepBepe ans nocnenyoLlero
noakntoveHns ana MNK-knuexnTa LT. 1000 Y y

K yoaneHHomy pabodemy ctony
MK-Cepaepa)

poctyna Kk Hemy [1K- knneHToB.




Hactporika RDP TMK-KnneHnt

Hactpowika Ha lNMK-knneHTe goctyna kK yaaneHHomy pabodemy ctony [MK-

(MopkntoyeHre K yaaneHHoMmy L. 750

CepBepa 1 BblYUCTIUTENBHBIX PECYPCOB CepBepa.
paGoyemy ctony), 3a 1 MK
HacTpolika goctyna k cetu T 1000 PelueHne npobnem ¢ goctynom B ceTb MHTEpPHET Ha MK, He BkntovaeT B cebs
nHTepHeT Ha K ' HacTpowKy obLiero goctyna k dpannam 1 narnkam.
C6opka MK 13 komnnekTyLmx o

P yiot wT. 2500 C6opka MK 13 coBMeCTUMbIX MexKay coO60M KOMMNAEKTYHOLMX.
3aKas4uvka
YcTaHoBKa/3ameHa Kakoro-nmbo W 1500 YcTaHoOBKa M 3ameHa KomnnekTyrowmx MK. O4ncTKa OT Nblan He BXOAUT B
anemenTa MK 3a wr. ' CTOMMOCTb.
YcTaHoBKa (MOHTax)
CTPOWCTBa B CEPBEPHON o o o

yerp pBep wT. 3500 MoHTax ycTpoiictBa. CbopKa CTOMKMU N YCTPOMCTBA B CTOMMOCTb HE BXOAMT.
cTorke/wkady Ha cTeHe, 3a 1
unit
OuncTka cuctemHoro 6noka ot
b wT. 2000 Yuctka MK o1 nbian metogom npoaysa.

NHansmayanbHoe nav rpynnosoe obyyeHune no pabote ¢ npogyktamum Microsoft
MeToanuecKas MoMOLLb MO yac o1 2500 Office (Word, Excel, PowerPoint, Outlook). Pazbop ¢yHKLUMOHaNa, HacTponKa 1
npogyktam Microsoft Office pekoMeHAaLNN No UCMONb30BaHMI0. MoArOTOBKA METOANYECKMX MaTepmanos
(06yueHue) npu HeobxoAMMOCTU.

MogKkntoueHne NpuHTepa, ckaHepa nam MoY K MK nam cetn. YctaHoBKa
MNopgkntoyeHne o . .

wT. oT 2000 | ;apaliBepoB M TeCTUpOBaHMe ycTpolicTBa. HacTpoliika obliero goctyna ans

npuHTepa\ckaHepa\Mdy N

Nnosib30BaTeNEN HE BXOAUT B CTOMMOCTb.
HacTporika YcTaHoBKa M HacTporKa nporpaMmmMHoOro obecneveHus gns paboTtbl ¢
KpunTorpadumyeckoro yac 3000 3MEeKTPOHHOM undposor nognuceto (ALLM). O6HoBNeHe cepTudurKaTos,
nporpaMmmHoro obecnevyeHus NOAKITHOYEHNE TOKEHOB M NPOBEpPKa COBMECTMMOCTU C TOProBbIMU MAOLLaAKaMu
ansa pabotbl ¢ QLM WIIY roCcy4apCTBEHHbLIMU CUCTEMAMMU.
HacTpoiika Toprosbix HacTtporika nu4Horo kabnHeTa Ha 3MNeKTPOHHbIX TOProBbIX NMoLazKax ¢

yac ot 3000

(o] ITEYalo] ucnonsb3oBaHuem LM n EFAUC.
AOMUHUCTPUpPOBaHME CospaHuve, yaaneHve 1 UsMeHeHune npas 4OCTYNa AOMEHHbIX U NOYTOBbIX
OOMEHHBIX/MOYTOBbIX YYETHbIX wT. oT 1500 | y4é€THbIX 3anuncen. HacTpowka rpynn goctyna, aBToMaTmusaums NofmTUKm
3anvcen 1 npae gocTtyna BesonacHocTw.
Ouunctka HoyTbyka/MOHOGNOKa W 5000 Ynctka HoyTbyKa nnm moHob10Ka OT Nblan meToaoM pasbopa u npoaysa.
OT NbInn ' PaboTbl npoBoaaT B opuce AO «BbawaBTokom UT».
MepeHoc n nogkntoveHme MK Ha W 2500 MepeHoc cuctemHoro 610Ka, MOHUTOPA M BCex NepUpepUnHbIX YCTPOMCTB B

HOBOM paboyem mecTe

pPamKax ogHoro KabuHeTa.




HacTtpowka JIBC n UHTepHeT

BkntovaeT HacTpoiky coBmecTumoro ¢ ceTbto AO «bawasTtokom AT»

Hactpolika annapatHoro MapLupyTmsaTopa SOHO ypoBHS Ha NOAKMIOYEHWE K ceTU VIHTEPHET, co3aaHve

MapLupyTM3aTopa AOMaLLHEero L. 1000 | gecnposogHoii cetn. CormacHo cnvcky "MapLupyTraaTop!
YPOBHS "
pomatuHero ypoBHS (SOHQO)" (ykasaH Huke).
HacTpoiwika annapaTHoro BkntoyaeT HacTponky MapLipyTM3aTopa, B TOM YMCIe HAaCTPOMKY AOCTyna K CeTu
mapupyTtmnsatopa Mikrotik T, 1500 WHTEPHET, co3faHune 6ecnpoBoaHo ceTu, HacTponka default npasun firewall. He
cepun hEX, hAP, cAP BKITIOYaeT HacTponKy obbeanHeHns yaaneHHbIX opurcos.
HacTpowka annapaTHoro BkntodyaeT HacTponKy MapLipyTM3aTtopa B COOTBETCTBMU C TPeBOBaHUAMU
mapupyTmnsatopa Mikrotik T, 6000 3aKasyuka 1 BO3MOXHOCTSIMU HacTpanBaemoro ycTponcTea. He Bknoyaet
cepui RB3***/4*** CCR HaCTPONKy 06beaNHEHNS yaaneHHbIX OUCoB.
HacTpowka annapaTHoro BkntodyaeT HacTponKy MapLipyTM3aTtopa B COOTBETCTBMU C TPeBoBaHUAMU
mapupyTmnsatopa Mikrotik T, 13000 3aKasyuka 1 BO3MOXHOCTSIMU HacTpanBaemMoro ycTponcTea. He Bknoyaet
KOpPNopaTUBHOIO YPOBHS HaCTPOWKy 06beaMHeHUs yaaneHHbIX 0prCcoB.
. BkntoyaeT HacTpOMKy MeXCETEBOIO 3KpaHa B COOTBETCTBUM C TpeBOoBaHUAMU

HacTtpoiika mexceTeBoro N

wT. 15000 3aKas4dmka 1 BO3MOXHOCTAMM HacTpamBaemMoro ycTponcTea. He BkntoyaeT

3KpaHa .
HacTpoViKy 06bedVHeHVs1 yaaneHHbIX 0PUCOoB.

Hactporika kommyTaTopa L2 BkntoyaeT HacCTpoviky 0060opyaoBaHMs B COOTBETCTBUM C TpeGOBaHUAMM

LT, 4000 -
YPOBHS 3aKkas4vka 1 BO3MOXXHOCTSIMM HacTpanmBaeMoro yCTponCTBa.
Hactporika kommyTtaTopa L3 T 6000 BkntoyaeT HacCTpoviky 0060pyaoBaHMs B COOTBETCTBUM C TPeGOBaHUAMM
YPOBHS ' 3aKkas4vka 1 BO3MOXXHOCTSIMM HacTpamBaeMoro yCTponCTBa.
BkntoyaeT HacTpowiky Toukm goctyna Wi-Fi B cooTBeTcTBMM € TpeboBaHUsiMn
HacTpolika To4km goctyna wT. 1550 3aKas4dmka 1 BO3MOXHOCTAMM HacTpamBaemMoro ycTponcTea. He BkntoyaeT

NoAKMOYEeHNe YCTPOWCTB K TOUKE AOCTyra.

BkntovaeT HacTpoiiky koHTponnepa Wi-Fi B cooTBeTcTBUM C TpeboBaHUAMM
HacTpoiika koHTponnepa wi-fi LW, 3000 3aKkas4yvka 1 BO3MOXXHOCTSIMM HacTpamBaeMoro yCTpoOMCTBa.

He BknovaeT NOAKNOYEHNE YCTPONCTB K TOYKE A0CTyna.

HacTtpoiika obbeanHeHus BkntoyaeT HaACTpoOWKy LLMdPOBaAHHOIO TOHHEnNS, napameTpos firewall,
yOaneHHbIx 0o1CoB Ha T, 3000 MapLipyTusaumm n ap. ang obbeaMHeHus yaaneHHbIX 0hucoB B NIOKanbHYy0
MapLupyTmusaTtopax, 3a 1 Touky CeTb, He BKIIOYAET NepenpoLUNBKY U Ha4arnbHY0 HACTPOMKY MapLupyTusaTopa.

HacTtpotika cepsepHor yactn VPN Ha maplipyTusatope. lNogknoveHme

Hactporika cepsepa VPN wT. 2000
KMMEHTOB HE BXOOUT B CTOMMOCTb.

[NogkntoyeHne KnueHTa K
cepsepy VPN

MogkntoyeHune knueHToB K VPN cepsepy. Npu ycrioBum, 4To cepBepHYo YacTb

HT- 1000 HacTpamBanu coTpyaHukm AO «BawasTokom UT».




Py4Has HacTporka napameTpoB yac 2500 HacTpovika Tabnumupsl MaplpyTu3aumy. [nata B3MmaeTcs 3a Kaxabli Yac
MapLupyTusaLmm paboTbl.
BknoyaeT HacCTPONKy ceTeBOro aganrtepa, MCnofib30BaHne NpoKCU-cepBepa,
HacTtpowika JIBC Ha MK wT. 1000 firewall, oOwero goctyna K NpMHTEPY U Nanke, NoAKMtoYeHne K CETEBLIM
npuHTepam n nankam Ha 1 INK.
YCcTaHOBKa pO3eTOK U .
T oT 1500 YcTaHOBKa 1 NOAKIIOYEHNE PO3ETOK, KOMMYTALMOHHBIX YCTPOWCT U APYroro
KOMMYTaLMOHHOTO : ceTeBOro o60pyaoBaHusi. TeCcTUpoBaHue Ha paboTOCNOCOBHOCTb.
obopyaoBaHuAa
Mpoknazka kaGens NBC MeTp 100 BkntovaeT npoknagky kabensi ¢ 00XXMMoM KOHHEKTOPOB rj45. Kabenb-kaHanbl
npeobpeTarnTcs 3aKas3ynkom OTAENbHO.
CepBepHoe nporpammHoe o6ecneyeHue Microsoft Windows
YctaHoBka OC MS Windows T 7500 BkntovaeT ycTaHOBKY onepaLyOHHON CUCTEMbI, KPUTUYECKNX OBHOBMNEHWIA,
Server ' [OpalriBepOB BHYTPEHHUX YCTPOWCTB, TECTMPOBaHNE paboTOCMNOCOBHOCTM.
- BoccraHoBneHne pabotocnocobHOCTM onepaunoHHo cuctemsl 6e3
BoccraHoBneHne OC cewmelicTta N
N wT. 20300 nepeycTaHoBKW. BbIMONHAETCS NpU HanM4mMmM TEXHUYECKON BO3MOXHOCTU, HE
MS Windows Server
rapaHTUPYeTCs YCNELWHOCTb BbINMOMHEHUS.
PasBepTbiBaHWe JOMeHa Ha HacTtpotika ponu Active Directory, HacTporika rpynnoBoi 1 Nonb30BaTEbCKON
. wT. 12000
6a3e MS Windows Server NOMUTUKN.
HacTtpolika ctaHgapTHON . . .
cnyx6bl B OC cemeiicTea MS W, 5000 HacTtporika 1 3anyck conyTCTBYHOLLUUX CMY>K0 B OC cewmerictea Windows Server
) (DNS, WINS, DHCP, WSUS, 6paHamayap, FileServer).
Windows Server
HacTpoiika TepMrMHansHoro HacTpovika cepBepa Ha npegocTaBreHne yaaneHHbIM KIMeHTam gocTyna K
cepsepa B OC MS Windows . 11000 paboyemy CTOny 1 BblMMCNUTENBHBLIM pecypcam cepBepa Ha 6ase OC MS
Server Windows Server.
YcTaHoBKa u/vnm HacTporika .
cepsepa B[] 8 OC MS Windows W, 20000 xTaHOBKa n/unun Hactpownka CYB[ (MySQL, PostgreSQL n gp.) 8 OC MS
indows Server.
Server
Hactponka nnaka HacTpovika nnaHa pe3epBMpoBaHns OaHHbLIX pa3MeLLeHHbIX Ha cepBepe MNog,
pe3epBupoBaHnsa gaHHbIx B OC wT. 5000 P pe3epBip P pBEP
; ynpasrneHnem OC MS Windows Server.
MS Windows Server
ﬁggﬂj:amemampoma RAID- wT. 5000 HacTtpolika paboTbl xxecTkux anckos B RAID-maccuBe.
HacTtpolika napameTtpoB BIOS, o6HoBneHune BIOS, cHatue napond Ha BIOS,
HacTtpovika cepeepHoro BIOS wT. 2500 3aMeHa afeMeHTa nNuTaHus (Npy HanMyunumnm TEXHNYECKO BO3MOXHOCTH) B
cepBepHOM 060pyL0BaHUN.




[uarHoctuka u/vnm
ncnpaerfeHue owmnbok Ha

BbinonHeHne npouenypbl MoMcka annapaTHbIX U MPOrpaMMHbIX OLLINMOOK,
onpegenenune paborocnocobHocTn ancka, BocctaHoBneHne RAID- maccuBa,

)KECTKOM [MCKE B CEPBEPHON L. 8000 BbINOMHAETCS NPW HANU4YMN TEXHUYECKON
OC MS Windows Server BO3MOXHOCTH.
Cb6opka cepBepa n3 -
P peep wT. 6000 C6opka cepBepa 13 COBMECTUMbIX MEXAY COOON KOMMMEKTYHOLMX.

KOMMNJIEKTYOLWMX 3aKa34nka

HacTpouka u

ycTaHoBKa umncpoBbix/aHanoroBbix/IP ATC/TenecdoHHoro o6opyaoBaHus

MMogkntoyeHne 1 HacTponka

BkrnioyaeT pacnakoBky TenedoHa 13 KopoGKu, MOAKIOUYEHME K CYLLECTBYOLLEN

IP/SIP/cuctemHoro LT, 1500 NUHUK CBA3K, HACTPOWKa ip-agpeca, y4eTHOM 3anucu, AaTbl, BpeMeHU U Ap. Ha
TenedgoHa/DSS-koHcoNu IP-TtenedoHe.
HacTpovika BHyTpPEHHUX HOMEPOB, MapLUpyTM3aLnm BXOOAALWMUX/UCXOOALLMX
OG6HoBneHne/nepeHacTpomnka 3BOHKOB, o4Yepeamn BXoOsALMX 3BOHKOB, rpynn aboHEHTOB, pacnpeneneHne
TekyLero pexuma pabortbl IP yac 4000 BXOASLLMX BbI3OBOB MO IMHUAM M BPEMEHU CYTOK. B CTOMMOCTb BXOAUT
ATC HacTpowka 6a3oBoro 6rnoka. He BkrtoyaeT HacTporiKy TenedoHOB, YCTAHOBKY U
MOHTaX 06opyoBaHuMs.
HacTtpoiika BHyTpeHHUX HoMepoB(He 6onee 10), mapLupyTu3auum
BXOOSALLNX/UCXOAALNX 3BOHKOB(HE Bornee 2), ouepean BXoAdALLMX 3BOHKOB(HE
. . bonee 2), rpynn aboHeHTOB(He Bonee 2), cornacoBaHnsa ¢ NpoBangepom,
HacTtpowika obnadHon IP-ATC
M Off wT. 17000 pacnpefeneHune BXoadLLmMX BbI30BOB N0 NuHUAM(He 6onee 2 anannnaHos n 30
ango-itiice CTPOK) 1 BpEMEHM CYTOK. B cTOMMOCTbL BXOAMT HacTpoiika 6asosoro 6noka. He
BKNOYAET HACTPOVKY TeNedOHOB, YCTAHOBKY U MOHTaX
obopyaoBaHus.
. HacTtpolika ip-agpeca, y4eTHomn 3anucu n ap. Ha VolP- wnio3e He Bonee AByx
Hactporika VolP-wnto3a L. 3500 P p-aipeca, y Ap ABy
NVHWA.
[narHoctuka (momck) .
[Monck HemcnpaBHOCTEN M UX MPUYMH B TENEOHHbIX CeTaX. He BkrtoyaeT B cebs
HencnpaeBHocTn paboTel ATC 1 yac 3000
TA yCTpaHeHue OedeKTOoB.
. YcTaHoBKa 1 HacTponka cepsuca Asterisk. HacTponka BHyTpeHHNX HOMepOB,
YcTaHoBKa 1U/unu HacTponka
cepamca TenedoHnn Ha OC MapLUPyTU3aL MmN BXOAALLNX/MCXOASLLNX 3BOHKOB, O4epeamn BXOASLLUNX 3BOHKOB,
- * wT. 24500 rpynn aboHEHTOB, pacnpeaeneHne BXOASLWMNX BbI3OBOB MO JIMHUSAIM U BPEMEHU
cemenctaa *NIX Ha 6ase "
. CyTOK. He Bknto4aeT HacTpoviky TenedoHOB, yCTAaHOBKY Y MOHTaxX
Asterisk (FreePBX) z
06opyaoBaHUs, HACTPOWKY CETEBOrO 000pya0BaHMS.
YcTaHoBKa 1U/unu HacTponka .
HacTtpolika cepBnCOB N0 TEXHUYECKOMY 3ajaHuI0 3aKa3yuka, B TOM YUCHE, HO He
OOMNOJSTHUTENbBHbLIX CEPBUCOB yac 3500

(pabouen cuctemsl) Asterisk.

orpaHunumBaschk, DISA, ayano - BuaeokoHdepeHLmMmn, KONM-LEeHTP.

HacTpoiika n yctaHoBKa LM(POBbLIX CUCTEM BuAeOHaGNoAeHUs




1500 HacTtpolika ceTeBbIX NapaMeTpoB, NapaMmeTpoB 6e3onacHocTn. He BknovaeT

HacTtporika IP kamepbl wT.
YCTaAHOBKY Kamepbl Ha CTEHY/MOTONOK/0Nopy.
PacnakoBka, MOHTaX B CTOWKY, MOAKITHOYEHNE XKECTKNX ANCKOB, HACTpOiKa
HacTtpoiika IP 4000 CeTeBbIX MapamMeTpoB, NraHa apxmsa.
T, -
BMAeopermcTpaTopa HacTpovika yganeHHoro npocMoTpa 1 NOAKIoYeHNe Kamep K
BULEOPErNCTPATOPY HE BXOAAT B CTOMMOCTb.
MogkntoyeHune IP kamepbl K .
wT. 250 [MogkntoyeHne U HacTpoKrKa niaHa 3anucu apxmsea Kamepsbl.
BMAeopermcTpaTopy
HacTporika yganeHHoro -
BbiBog n30bpaxeHns 1 apxmBa Ha MOBUNbHLIN TenedoH, yaaneHHoe paboyee
npocmoTpa C 04HOro wT 3500

BuOeoperucTpaTopa

MeCTO. |_|pl/1 HaNM4YMM TEXHNYECKON BO3MOXHOCTH.

Mpouue ycnyru o6roBapmBaroTca MUHAMBUAYaNbHO

WHble yenyrm

vyac

ot 3000

O6roBapvBaloTCA MHANMBUAYANbHO

HanmeHoBaHue ME';Z:Z::; u:;g’ OnucaHue
YctaHoBka 1C
YcTaHoBKa wT. 7000 YcTaHoBKa 1 HacTponka "1C:MpeanpuaTtne 8" B hainoBoM BapuaHTte
YcTaHoBKa wT. 14000 YctaHoBka u HacTponka "1C:IMpeanpuatna 8" B cepBepHOM BapuaHTte
YcTaHoBKa wT. 3500 YctaHoBka "1C:Npegnpuatne 8" Ha NokanbHbIX KOMMbOTEPaX (40 5 KOMMbIOTEPOB)
Hactpoika goctyna L. 3500 ?:;;gszm MHOrononb30BaTeNbCKOro JocTyna K parnoson 6ase aarHHbix "1C:MpeanpuaTtue 8" anga dannosoro
HacTpolika gocTyna T 3500 ?:;;ggﬁka MHOroMnonb30BaTeNbCKOro JocTyna K pannoson 6ase aarHHbix "1C:Mpeanpuatne 8" yepes WEB-
HacTtpolika . 9400 HacTpolika aBToMaTn4yeckoro pesepsHoro konmposaHua MS SQL
O6HoBneHue 1C
O6HoBrneHne yac 2500 O6HoBneHune TMnosbix koHUrypauun 1C:Mpegnpusatusa 8
O6HoBrneHne yac 3000 O6HoBneHne HeTUNoBbIX kKoHUrypaumin 1C:Mpeanpuatua 8
KoHcynbTaumoHHble ycnyru 1C
KoHcynbTauusa yac 2300 KoHcynbTauumn nons3osartenen no pabote B Tunosou nporpamme 1C:IMpeanpuatng 8*
KoHcynbTaums yac 2500 KoHcynbTauumn nonb3oBartenei no yyeTy B nporpaMmmax pasnmyHbix HeTUNoBbIX onepauuii 1C:Mpeanpuatus 8**




OO0yueHue yac 2500 O0yueHune Tnoeon nporpamme 1C:MNpegnpustus 8
PaspaboTka o
N yac 2400 Pa3paboTka MHCTPYKLUNIA, METOOUYECKMX 1 HOPMATUBHbLIX MaTepraronB
NHCTPYKUUN
CosfaHuve n
HacTpOMKa YYETHbIX yac 2500 CosgaHue y4YeTHbIX 3anucer U HacTpolka npae goctyna B nporpamme 1C:MpeanpuaTtua 8
3anucen
PaspaboTtka u nporpammupoBaHue 1C
PaspaboTka .
PaspaboTka TexHM4eckoro 3agaHusi. TeXHMYeCcKoe 3aaHune - 3TO JOKYMEHT, KOTOPLIN MOHATEH 3aKasynky u
TEeXHUYEeCKoro yac 3500 N
sanaHms [0CTaTouveH AN BbINONIHEHMS paboT Mo [opaboTKe MM HACTPOMKE Nporpammbl
HacTporika -
CUHXPOHIM3ALIMM . 9000 HacTtporika CMHXpOoHU3aLun mexay nHgopmauoHHbiMKn 6a3ammn 1C (napa 6a3s)
PaspaboTka yac 3000 Pa3paboTka HOBbIX NOACUCTEM AN pacluMpeHmns BO3MoxHocTern nporpammbl 1C:Mpegnpuatmsa 8
Pa3paboTka yac 3000 [o6aBneHne HOBbLIX OMUMIA B TUMOBbIE KOH(UTypaLun
PaspaboTka yac 3000 Pa3paboTka neyaTHbIX POPM 1 HOBbIX OTYETOB
Pa3paboTka yac 3000 CosagaHne 06paboTok ans rpynnoBon 06paboTky aHHbIX
Pa3paboTka yac 3000 OnTummusauusa nporpaMMHOro Koga Ans yckopeHnus padotbl 1C
PaspaboTka yac 3000 WHTerpauusa c cantamu nnu mapketnnencamm
Pa3paboTka yac 3000 OOMeH gaHHbIMKM € NporpammMamMu He Ha nnatdgopme 1C
Mpouwne ycnyrm obroBapuBaroTcsa MHAUBUAYANbHO
Mpoyne ycnyru yac ot 3000 ‘ O6roBapuBaoTCa MHAVBUAYANbHO, OKa3blBAKOTCA MPU HAINYNM TEXHUYECKON BO3MOXHOCTY

Bce ycnyrn/paboTbl BbINOAHATCA C NpeaBapuTesibHOM AMAarHOCTMKOM, KoTopaa BK/lOYeHa B
CTOMMOCTb ycayr. MnaTta 3a AMArHOCTUKY B3MMaeTCcA B TOM C/yyae, eC/iM 3aKasuyMK OTKasblBaercs
OT Npea/IoXKeHHbIX BapMaHTOB pelieHna npobaembl/3aaaqun cneumanmctamm OOO«bawasTokom UT».

CMoJIb30BaHHble COKPALLEHMA:
OC - OnepaymoHHasa cucTema;

MS - Miciosoft;

JIBC - J/loKanbHO-BbIMNCNIUTENBHAA CETb;
MO - MNporpammHoe obecnevyeHue;




MK - nepcoHanbHbI KOMMbIOTEP;

SOHO (Small Office Home Office) - «manbin odpuc/gomatuHmii obpuc» —
Ha3BaHWe cermeHTa pbliHKa. SOHO oTHOCKTCA K KaTeropum 6usHeca, KOTopbIn
BK/to4yaeT B cebs oT 1 go 10 coTpyaHMKOB;

RDP (Remote Desktop Piotocol) - npoTokon yaanéHHoro

pabouero cTona;

BIOS (basic input/output system) - «6a3soBas cucTema BBOAa-BbiBOAAY» -
npeAHasHavyaeTcA A/1a NpefocTaBieHUA ONepaLMOHHON CUCTeMe AOCTyna K
annapatype KOMMbtoTEPa M NOAKAOYEHHbIM K HeEMy YCTPOWCTBaM;

B/, - basza [aHHbIX ;

*NIX - cemencTBO NepPeHOCUMbIX, MHOFO3a4a4HbIX U

MHOTOMN0/1b30BaTE/IbCKMX OMEPALNOHHBIX CUCTEM,;

PPIP - TyHHENbHbI/ NPOTOKO TMMA TOYKA-TOUKA, MO3BONAIOLLNI KOMNbIOTEPY
yCTaHaBAMBaTb 3aWMLWEHHOE COegMHEHME C CEPBEPOM 3a CHET CO34aHUA
cneumanbHOro TYHHeNA B CTaHAAPTHOM, He3aWMLWEHHOM ceTy;

VPN (Viitual Piivate Netwoik, BupTyanbHas yacTHas ceTb)

— yAaneHHoe nogknw4veHue no npotokony PPIP, L2IP,

ipsec, IKEv2;

Filewall - MeKceTeBoW 3KpaH MM CETEBOW 3KpaH — KOMMJEKC annapaTHbIX UAn
NPOTrPaMMHbIX CPEeACTB, OCYLLECTBAAIOWMIA KOHTPONb U GUABTPALUIO NPOXOAALLMX Yepes
HEero ceTeBblX MAaKeTOB B COOTBETCTBUM C 3aA4aHHbIMU NPaBuaamu;

ATC - aBTOMaTMyecKas TesiedoHHas CTaHUUSA;

RAID - maccMB M3 HECKONbKUX [AUCKOB (3aMOMUHAIOWNX YCTPOMCTB), ynpaBAseMbIX
KOHTPOJ/IIEPOM, CBA3AHHbIX MeXAy CoDO0lM CKOPOCTHbIMM KaHafaMu nepefayn [AaHHbIX
M BOCMPUHUMAEMbBIX BHELUHEN CUCTEMON KaK eANHOE LEeNoe;

HITP (Hypeilext lfansfei Piotocol — «npoTokon nepegaumn

rmnepTeKkcTa») — NPOTOKO NPUKAALHOIO YPOBHS

nepefayv AaHHbIX;

DNS (Domain Name System — cucrema gOMEHHbIX UMEH) — 3TO CUCTEMA,
no3ssosiAoLWan npeobpasosbiBaTb CUMBO/IbHbIE UMEHA AOMEHOB B IP-

aapeca (1 Haobopor) B cetax [CP/IP;

WINS (Windows Inteinet Name Seivice - Cnyx6a umén Windows

Inteinet) — cny*kba conocrtaBneHma NetBIOS- UMEH KomnbloTepoB

c IP-agpecamu y3n08;



DHCP (Dynamic Host Configuiation Piotocol — npoToKon AMHAMMYECKOW HacTPOMNKM
y3/1a) — CEeTeBOW NPOTOKOJ, MO3BOMIAIOWMIA KOMMbOTEPAM aBTOMATUYECKM MNOyYaTb
IP-agpec ¥ gpyrMe napameTpbl, Heobxoanmble ansa pabotsl 8 cetv [CP/IP;

[CP/IP — Habop ceTeBbIX MPOTOKO/IOB Nepeaayn AaHHbIX,

NCMNONb3yeMbIX B CETAX, BKAtOYAA ceTb MHTEpPHET;

[CP (liansmission Contiol Piotocol - npoTokon ynpasneHua nepegayeit) — oaAnH U3
OCHOBHbIX NPOTOKON0B Nepeaayn AaHHbIx MHTepHeTa, npegHa3HayYeHHbIN aAaa
yrpaBs/ieHna nepeaaven gaHHbIX B cetax u noacetax [CP/IP;

IP (Inteinet Piotocol) — meceTteBolnpoTokon. OTHOCKTCA K

MapLUpyTU3MPYEMbIM MPOTOKO/IAM CETEBOMO YPOBHA

cemelictsa ICP/IP;

SIP (Session Initiation Piotocol) — npoToKkon nepegayn AaHHbIX, KOTOPbIN ONMUCbIBAET CNOCcob
YCTaHOB/NIEHWA 1 3aBEPLUEHWNSA NOJIb30BaTE/IbCKOTO MHTEPHET-CeaHCa, BKAOYaoLWero obmeH
MYNbTUMEANNHBIM COAEPHKUMbIM (BUAEO- U ayANOKOHPEPEHLMA, MTHOBEHHbIE COOBLLEHMSA, OHNAMNH-
nrpbl);

CYB/ (Cuctema ynpasneHus 6azamm AaHHbIX) — COBOKYMHOCTb NPOrPaMMHbIX U
JIMHIBUCTUYECKUX CPeACTB 0OLLEro MK CNeumnanbHOro HasHadyeHus, obecnevymBatoLmx
ynpasneHue co3gaHnem u UCrnosib3oBaHMem 6a3 AaHHbIX;

VolP (Voice ovei IP) - ronocoBas cBa3b no npoTtokony IP;

DISA (Diiect Inwaid System Access) - npamoi

BHYTPUCUCTEMHBIM JOCTYN.

Unit — 3T0 egMHMLLa U3MEPEHUSA, UCMONb3yEMAn 419 ONUCAHMA BbICOTbI

cepBepa, CeTeBOro KOMMYTaTOpPa UKW APYroro aHaorMYHOro YCTPOMCTBA,

YCTaHOB/IEHHOTO B CEPBEPHOM CTOMKeE.

Cnucok "CraHgaptHoe opucHoe MO": aHTUBMPYC (NMLEH3MOHHBIN MAK NPobHbIM, nan MS Secuiity Essential npu
Hananumm nmueHsmn Ha OC Windows), MS/Open/Libia Office, Adobe Readei, 2gis, apxusatop 7-zip, ayauno/
BMAEO Komeku u npourpbiBaTenn (K-Lite Codecs, nnenepbl AIMP, VLC), adobe flash playei, java, MS .NEI

Fiamewoik.

Cnucok "CneuuwanusmpoBaHHoe [MO": nporpammbl ynpaBaeHUs AeHEeXHbIMU cpeacTBaMu (KnmeHT-6aHK, bawduH), Kpmunto-Mpo,
CUCTEMBI 3/TEKTPOHHbIX TOProB, MPOrpaMmsbl 4/1A ynpasaeHYeckoro 1 byxrantepckoro yyeta (1C, Mapyc), cuctembl caaum 31eKTPOHHOM
OTYETHOCTU MO KaHanam cBA3n (KoHTyp IKcTepH, CBNC++), nporpamm NoAroToBKM AOKYMEHTOB oTYeTHOCTU (Hanoronnatenslumk, tON,

Spu_oib, JokymeHTbI MY 5).



Cnucok "MapupyTunsaTopbl gomaliHero yposHa (SOHO)": IP-Link cepun IL-WRxxxx, D-Link
DIR-3XX/6XX c pesusueir B/C/E/K/M, poyTepbl ASUS cepunit RI' u WL, Netgeai cepuit
R/WNR/WNDR/JNR/JWNR, Zyxel cepun Keenetic, Upvel UP-315BN, [IRENDnet cepum [EW.

MaTepuans! u 06opyaoBaHMe B CTOMMOCTb ycnyr/paboT He BXOAAT, ec/in He
yKa3aHo uHoe. MporpammHoe obecrneyeHne yCTaHaBAMBAETCA NPU HANNYUK
Y 3aKa3umMKa INLEH3NN.

*K TMnoBbIM Nporpammam otHocaTca 1C:byxrantepun 8, 1C:YnpasneHue Toprosnen 8, 1C:3apnnaTta 1 ynpasaeHue nepcoHanom 8, 1C:YnpasneHune Hawen pupmoit 8.
Mopa, KOHCcyNbTaLMen NOHMMAaEeTCA NPeAOCTaBAEHWNE CNPABKM UK 0BCYXaeHWe BONpoca, 6€3 aHanm3a Balmx AaHHbIX. s Toro, 4Tobbl AaTb 3aKkAt04EHME MO OWKNbKe
B Nporpamme, Heobxoamma ycayra AHannTMKka nHGopmaumoHHoM 6asbl.

o Korga 3anpocC CBA3aH C OLNBKOM UK He dEeKBATHbIMUN AaHHbIMU B Nporpamme. O6paTMTe BHMMaHUKE, YTO TaKaA pa60Ta nposoauTCA npu
HenocpeaACTBEHHOM U CaMOCTOATE/IbHOM AO0CTyne Cnewnaancta B nporpammy.



